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1. Is Blockchain Hyped? 

The term ‘hyped’ suggests a level of expectation that exceeds the impact or value it will actually bring – the jury is 
still out on this question. There are several essential capabilities that must be in place for Blockchain to deliver on 
the promise, however there are good reasons for optimism.    

The level of investment and media attention for Blockchain reached record levels in 2015. Some of this has been 
speculative as the industry comes to terms with use cases and potential applications of the new technology. 2016 is 
shaping up as the year when we will see a broader adoption of Blockchain platforms across the finance industry. This 
adoption is driven by a better understanding of the technology and the significant investment in innovation that 
occurred through 2015.   

“I think distributed ledger, blockchain technology will disrupt trading and settlement in five years…You 
prepare yourself for that change in the marketplace so you’re part of that change”1   

Oliver Bussmann, CIO UBS AG, 

In this white paper, we explore the Blockchain landscape in the financial services industry and examine the 
implications for business and technology leaders.  

2. Let’s start with the basics. What is Blockchain? 

In simple terms, the Blockchain is the technology that creates a ledger of transactions that is secure, time for proof 
and easily accessible.  

The ledger of transactions allows 
participants in the blockchain network to 
exchange value. It is a shared record of 
transactions, distributed over a network 
of users.  

The blockchain is made up of a series of 
blocks of data, each records a set of 
transactions. The blocks are electronically 
chained together and locked up with 
advanced cryptography, in order to keep 
the permit and public record for every 
transaction that cannot be altered after it 
is created.  

Blockchains can include smart contracts 
that define a set of business rules to be 
executed with a transaction. The most 
known blockchain implementation is the 
one that runs bitcoin. 

What are the financial services potential 
applications?  One that banks look closely 
is keeping track of trades, bonds, stocks and making sure the payments are made properly. Proving presence – this is 
a complex process involving banks, traders, exchanges, clearing houses, and others. It takes two days to verify the 
people who have sold the share or bond actually own it and then arrange the funds transfer. If Blockchain was used 
to register ownership data, all this work could have been done in minutes.   

Santander Bank believes systems like this could save banks $20 Billion per year by 2022. It is not only a simpler 
system, it would free up significant funds currently tied up waiting for trade to process it. It would also reduce risk. 
There are also other potential uses both in finance and other industries such retail and property development. 

                                                             
Graphics source:  http://www.ibm.com/blockchain/what_is_blockchain.html 
1 http://blogs.wsj.com/cio/2015/10/02/ubs-working-with-blockchain-prototypes/ 

     Figure 1 Blockchain Characteristics  
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3. What is the most recent activity of Financial Institutions with Blockchain? 

Whilst a number of financial institutions are exploring the distributed ledger technology, others have also been 
actively investing time and/or funds in this area. The diagram below depicts some of the financial institutions that 
have shown intent on Blockchain – including the announcements by each financial institution with the potential use 
cases that they are exploring. 2015 saw significant investment and progress across the globe. 

Source: “Financial Institutions: Blockchain Activity Analysis”, Let’s Talk Payments, Dec 20152 

                                                             
2 https://medici.letstalkpayments.com/research_categories/blockchain-activity-of-fis-banks 
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4. Blockchain’s Disruptive Innovation in Financial Services 

Blockchain is enabling the transformation of financial services. As an industry, the challenge is to disrupt ourselves 
using the Blockchain technology and bringing the whole ecosystem of stakeholders (e.g. regulators, governments, 
banks, academics, etc) on this journey. Moreover, we need to join forces to practically explore and develop new uses 
for Blockchain that could deliver the business value expected and needed by banks. 

“Blockchain could overhaul a legacy global banking system and lead to much faster payments. This will 
reinforce the work that Australia is doing with the New Payments Platform due to come online in 2017. 
Regulators in Australia put pressure to accelerate the payments business and change the aging 
infrastructure. Similar signs with regulators have recently started in the US and China for faster payments. 
Additionally, there is significant potential for the Blockchain technology to streamline B2B payments in 
particular and solve the increasingly troubling issues in the area of cross-border friction and large payment 
volumes that are often exclusive to B2B. Other examples include foreign exchange and currency exchange”3. 

Daniel Biondi, HPE Fellow, CTO Financial Services, Hewlett Packard Enterprise 

Banks and financial institutions have spent the last year and a half working through use cases and operational 
scenarios that could benefit from the application of Blockchain. They have educated themselves and have proof of 
technologies in public and behind the scenes. Some of the public work includes Commonwealth Bank of Australia 
(CBA)’s payments settlement with RippleLabs in May 2015, Westpac and ANZ’s activities with Ripple on low cost 
cross border payments. Blockchain transitioned from a hyped up technology to one that is better understood with 
more work to industrialise its application. 

 

5. Competition drives collaboration – ‘Coopetition’ is the Key 

One of Blockchains defining features is the value it brings to a whole market, where information is shared between 
participants in that market to facilitate an exchange of value. In this context, new partnerships are forming and 
mature ones are being revitalised. R3 and Swift provide examples of both new and established partnerships that are 
both creating and responding to, new competition in the payments domain. 

42 major banks and financial institutions including BNP Paribas, ING Bank, Wells Fargo & Co., Commonwealth Bank 
of Australia, Westpac, National Australia Bank and Macquarie Bank are participating with R3 CEV in its distributed 
ledger technology initiative. The combined market capitalisation of the consortium is in excess of $600bn, and 
together they represent a significant proportion of the finance sector globally. This new arrangement has seen 
several well publicised cooperative proof of technologies completed in 2015. 

One of the most mature players in the payments domain also joined the fray in April 2016. SWIFT kicked off a global 
payments innovation initiative4 with 21 banks. SWIFT’s initiative will “improve the customer experience in 
correspondent banking by increasing the speed, transparency and predictability of cross-border payments”  

SWIFT will share its first results at Sibos 2016.  SWIFT is the incumbent player in the global payments domain and it is 
responding to the serious threat of disintermediation.  

SWIFT have gathered a core group of renown institutions including: ANZ, Bank of America Merrill Lynch, Bank of 
China, Bank of New York Mellon, Bank of Tokyo-Mitsubishi UFJ, Barclays, BNP Paribas, Citi, Danske Bank, DBS, ICBC, 
ING Bank, Intesa Sanpaolo, JPMorgan Chase, Mizuho, Nordea, Royal Bank of Canada, SMBC, Standard Chartered, 
UniCredit, and Wells Fargo for the initiative. 

“The tight knit group of leading banks will help to spearhead the testing through the pilot and beyond. Their 
commitment is testament to the initiative and our joint ambition to significantly improve the cross-border 
payments experience for corporate customers. As we progress, we aim to incorporate additional innovations 
and deploy new technologies to this global payments innovation initiative, and define additional service level 

                                                             
3 http://www.apacciooutlook.com/digital-magazines/Retail-special-2016/ -- Page No. 33 
4 https://www.swift.com/insights/press-releases/swift-kicks-off-pilot-for-global-payments-innovation-initiative 

http://www.coindesk.com/tag-r3cev/
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agreements that will cater for other client groups, further reducing the costs and frictions arising from 
compliance, liquidity and processing efficiency considerations involved in cross-border payments.”5 

Wim Raymaekers, Global Head of the Banking Market, SWIFT 

 

The Linux Foundation Hyperledger Project 

The Linux Foundations’ Hyperledger project is the most significant of the collaborations to date. The Linux 
Foundation announced the establishment of the Hyperledger Project in December 2015 to provide a framework and 
working body that will shape the future development of the Blockchain “platform”. It will also allow application 
developers to focus on the application tier which brings value to business, rather than the Blockchain fabric.  

“This collaboration is expected to help identify and address important features and currently missing 
requirements for a cross-industry open standard for distributed ledgers that can transform the way business 
transactions are conducted around the world.” 

Jim Zemlin Executive Director, The Linux Foundation 

Early commitments to this work come from diverse organisations such as: Accenture, ANZ Bank, Cisco, CLS, Credits, 
Deutsche Börse, Digital Asset Holdings, DTCC, Fujitsu Limited, IC3, IBM, Intel, J.P. Morgan, London Stock Exchange 
Group, Mitsubishi UFJ Financial Group (MUFG), R3, State Street, SWIFT, VMware and Wells Fargo. 

Digital Asset Holdings (DAH) is developing a distributed ledger for the Australian Stock Exchange (ASX). DAH is one of 
the founding participants of the Hyperledger Project. DAH’s work for the ASX includes post-trade (clearing and 
settlement) services in the cash equities market. Phase 1 of the program runs to the end of 2016 and will replace 
ASX’s existing trading and risk management systems. Phase 2 includes the system that currently provides the 
clearing and settlement services to the Australian equity market is known as CHESS (Clearing House Electronic Sub-
register System). 6 

 

6. Unprecedented Speed 

The speed of Blockchain adoption and take up is unprecedented. To some extent this has been enabled by the broad 
adoption of agile and Devops development styles supported by design thinking. This is enabling business leaders to 
exercise new scenarios using prototypes and establish Minimum Viable Products (MVP) to test ideas and experiment 
at a pace which was unheard of a few years ago. 

The Fintech sector, where speed and agility are native, is one of the other drivers behind the unprecedented 
adoption of Blockchain. Fintechs provide access to innovative skills in a marketplace which is driven by an urgency 
not previously seen the more conservative finance industry.   

Venture Capital investment in Blockchain experienced strong growth year on year through 2015 (up 36%)7. It does 
appear to have peaked with a weaker growth through the second half of 2015.  Investors are being more targeted.  

One example of the targeted approach is the UK governments December 2015, funding for Tramonex. Tramonex 
was funded to develop a Blockchain based, low cost, forex system targeted at small and medium enterprises. 
“Tramonex will be fully automated and transparent, so users will know the exact commission charges. The platform 
will also perform automated identity checks, to fulfil anti-money laundering regulation compliance”. The funding 
approval includes a requirement to demonstrate and engage with the “FCA (Financial Conduct Authority) and other 
regulatory authorities for approval”8.  

                                                             
5 https://www.swift.com/insights/press-releases/swift-kicks-off-pilot-for-global-payments-innovation-initiative 
6 https://digitalasset.com/press/asx-selects-digital-asset.html 
7 http://www.coindesk.com/bitcoin-venture-capital/ 
8 http://gtr.rcuk.ac.uk/projects?ref=720735 
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From Pilot to Production 

NASDAQ group as one of the first to move from experimentation to implementation when they announced9 the first 
successful use of Blockchain to complete and record a private securities transaction in December 2015. This included 
NASDAQ partnering with a Visa-backed startup called Chain to launch Linq, a new exchange for trading private 
company shares that is powered by blockchain technology. 

"We believe this successful transaction marks a major advance in the global financial sector and represents a 
seminal moment in the application of Blockchain technology…Through this initial application of Blockchain 
technology, we begin a process that could revolutionize the core of capital markets infrastructure systems.  
The implications for settlement and out dated administrative functions are profound." 

Bob Greifeld, CEO, NASDAQ 

UBS, Barclays, Santander, CBA are all progressing towards production deployments through direct investment in 
their own Labs or through Fintech partnerships established in 2015.  

Design challenges and Hackathons have also been effective tools to rapidly mature ideas, draw disparate teams 
together and progress towards pilot and eventually to production.  

Westpac launched a Blockchain Design Challenge at Stone and Chalk in December 2015. The Design Challenge 
brought together people from within the bank and across the community, including organisations like IBM, 
PricewaterhouseCoopers, King and Wood Mallesons, Optus, and other interested parties from across the business 
and academic community. The Design challenge serves as a lead-in to a two-day hackathon that Westpac will 
conduct in late May 2016. 

 

7. Essential Capabilities 

Blockchain will become a significant technology within the finance industry. Current progress coupled with the 
unprecedented investment of financial and intellectual resources assures this. Three significant capabilities require 
further maturity and must be progressed to ensure Blockchains’ broader adoption. 

Establishing Trust 

Trust is a key issue in the Blockchain world. The Hyperledger project model for establishing trust and consensus 
provides a promising solution for established business networks. 

“Among crypto-currency traders, Blockchain networks are typically anonymous. You don’t know who you are 
trading with, but it doesn’t matter because the system assures that currency changes hands exactly as you 
have agreed it will. The core element of Blockchain is a shared digital ledger with rules and contracts built 
into it. Whenever a transaction is agreed to or completed, an indelible record is created in the ledger for all 
the parties that are involved to see. The crypto-currency people call theirs a system of “trustless” trust. 

Anonymity won’t work for banks and exchanges—or the regulators that watch over them. That’s why we’re 
working with the financial services industry to create implementations of Blockchain where participants in a 
network are officially trusted or, better word, “permissioned.” Their identities are known and managed, and, 
therefore, their activities are auditable. Think of it this way: we’re changing some of the genes in Blockchain’s 
DNA to adapt it to the needs of the financial services industry”10. 

Jerry Cuomo IBM Fellow, VP Blockchain Technologies 

                                                             
9 http://ir.nasdaq.com/releasedetail.cfm?ReleaseID=948326 
10 http://www.ibm.com/blogs/think/2016/02/16/reinventing-securities-trading-with-Blockchain/ 
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Smart Contracts  

Smart contracts provide a mechanism to connect a legal agreement with business logic and process automation for 
organisations who participate in the market which is managed by a given Blockchain. The Blockchain provides the 
‘system of record’ for agreed transactions in a market. Smart contracts or smart contract templates, provide an 
overlay of additional functions which can be ‘called’ or associated with individual Blockchain transactions.  This is an 
important capability that broadens the impact and effectiveness of the Blockchain. 

 

Governance and Regulation 

Regulators such as the US Securities and Exchange Commission (US SEC), the Australian Securities and Investments 
Commission (ASIC) and the International Organisation of Securities Commissions (IOSCO) will play a critical role 
ensuring investor, operator and consumer confidence in the application of blockchains.  

In some cases, the existing regulatory framework will provide appropriate supervision. This is likely to be the case 
where blockchain is being applied to renovate and improve existing business models. Mary Jo White the US SEC 
Chair, called this out in her March 31 speech11: 

 

 “One key regulatory issue is whether Blockchain applications require registration under existing Commission 
regulatory regimes, such as those for transfer agents or clearing agencies.  We are actively exploring these 
issues and their implications.” 

Mary Jo White, Chair US Securities and Exchange Commission 

 

She went on to observe that new financial technologies have "the potential to transform how our markets operate in 
virtually every respect" and she also noted, "these innovations compel us to think carefully about how best to 
protect investors so they – and we – can have confidence in this growing and changing landscape."  

Blockchain fuelled innovation will present new challenges for regulators, encouragingly, regulators are engaged. 
Greg Medcraft the Chairman of the Australian Securities and Investments Commission and the International 
Organisation of Securities Commissions is working to identify risks to business models arising from digital disruption.  

 

“Digital disruption, like Blockchain, presents exciting possibilities for capital markets. But as a regulator, it is 
my job be sceptical and ensure we harness the benefits while also mitigating the risks. In other words, we 
need to help innovation while preserving both market integrity and the trust and confidence of investors. 
That is what the public expects.”12 

Greg Medcraft, Chairman, Australian Securities and Investments Commission,  
Chair International Organisation of Securities Commissions   

 

The watching brief and industry dialog that these national and international regulators have sponsored 
demonstrates the critical role regulators must play to ensure market stability and consumer/industry confidence is 
maintained. 

                                                             
11 http://www.sec.gov/news/speech/chair-white-silicon-valley-initiative-3-31-16.html 
12 http://asic.gov.au/about-asic/media-centre/asic-responds/op-ed-blockchain 

 

http://asic.gov.au/about-asic/media-centre/asic-responds/op-ed-blockchain
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8. Risks 
There are two key areas of risks to be highlighted: 

Fragmentation  

With multiple vendors (such as Ethereum, Eris and Chain) emerging to provide various types of blockchain, and the 
industry moving towards private ledgers, there is a risk that Distributed Ledger Technology (DLT) will simply add 
another layer of fragmentation to the market. 

Therefore, the development of a protocol and a set of standards is becoming the main topic of discussion in the 
industry. A variety of DLT implementations will exist, so interoperability will become core for all participants to be 
able to operate effectively in the ecosystems. 

 

Consumer Protection  

Integral to the technology is the maintenance of private keys by participants. A private key is essentially an 
additional source of personally identifiable information (i.e. credit card numbers, social security numbers, bank 
account numbers). Based on current implementations of blockchain technology, if a private key is lost or stolen, an 
individual has no recourse. At best, a person who loses a private key will be required to obtain a new key to add to 
the blockchain. At worst, the loss or compromise of a private key is complete loss of control over one’s blockchain 
transactions. The only way to identify someone online in some of these blockchain systems is through the use of a 
private key. A malicious party could masquerade convincingly as the user until a private key is deactivated. 
Essentially, this creates an additional identity theft risk. 

 

9. Conclusion – What Should Business Leaders Do to Prepare for Blockchain? 

One of the most important elements is to create a cultural shift in your organisation to be open to the adoption of 
Blockchain. Most leading organisations have begun ‘thought experiments’ on use cases for Blockchain and have 
begun to collaborate in multiple domains. This is happening within their organisations, with partners such as Fintech 
startups, and also with their business ecosystem that includes their competition. It is refreshing and frightening to 
observe the speed at which organisations are moving from ‘thought experiments’ to proof of technology, to pilots, 
to production, using rapid development techniques.   

The nature of Blockchain, that is, ‘a platform to exchange value between members of a business community’, drives 
a requirement to collaborate across organisational boundaries in a manner that is rarely seen in business. We are 
navigating uncharted waters and have the opportunity to engage in a genuine transformation fuelled by the unique 
application of technology. 

The threat of disruption and disintermediation remain real. However, agility, backed by a thorough understanding of 
Blockchain and your organisational capabilities, provide the best defence. 

6 steps for success with Blockchain: 

1. Prepare your organisation to accept disruption and fluidity across their business and the economy. 

2. Adopt a different management style focused on agility, innovation and self-reliance. 

3. Plan for and test different non-hierarchical organisational models as part of the decentralisation of work. 

4. Create an investment plan to fund hackathons, proof of concepts (POCs) and/or partner with Blockchain 
specialised companies – including Start-ups. 

5. Start POCs for Blockchain development and test specific use cases relevant to your financial institution. 

6. Share the results with your stakeholders and continue with an iterative approach to refine your specific POC. 
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